CoracoBaHo YT1Bepxaao

IIpencenarens nepBUIHOMN PO(COIO3HONW OpraHU3aIHN JupeKkTop MIKOIbI
/O.H.KanuanueHko H.B.Kotnos
ITpoTtokom Nel [Mpuka3z Nel02-a or 31 aBrycra 2018rona

Ot 31 aBrycra 2018 rona

HUHCTPYKIUA
0 nopsiAke 00padOTKHU NMEePCOHAJBHBIX JAHHBIX 0e3 HCI0JIb30BAHNUS CPEICTB
aBTOMATH3AallMM B MYHMIMIIAJIbHOM Ka3¢HHOM 00111e00pa30BaTeJIbHOM Y4peKIeHHH
MKOY Bepxypromckas COI

1. OBUIMNE NOJIOKEHUSA

1.1. Hacrosimass MucTpykumsi pa3pabotaHa B cooTBercTBUM ¢ KoHcTutynmen Poccuiickoit
®enepaunn, TpynoBeiM Kojekcom Poccuiickont ®dexpepanuu, PenepaibHbIM 3aKOHOM OT
27.07.2006 Ne 149-®3 «O6 wundopmanuu, HUHPOPMAIMOHHBIX TEXHOJOTHUSAX W O 3allIUTe
unpopmanuny, GeaepanbHbiM 3akoHOM OT 27.07.2006 No 152-D3 «O nepcoHaabHbIX JaHHBIXY,
Vkazom Ilpesunenta Poccuiickoii ®enepauuu ot 06.03.1997 Ne 188 «OO06 yTBepxaeHUU
NepevHs CBEeJICHNH KOH(PHICHIIMATBHOTO XapakTepay, nocraHoBieHueM [IpaBurenscrtBa PO ot
15.09.2008 Ne 687 «O06 yrBepxaenuu [lonoxenns 06 0coOeHHOCTSIX 00pabOTKU MEPCOHATBHBIX
JNAHHBIX, OCYIIECTBJISIEMOW 0€3  HCIOJb30BAHHMS  CPEACTB  AaBTOMATH3AIlUW», HWHBIMHU
HOPMAaTHUBHBIMH MTPaBOBBIMU akTaMu Poccuiickoit denepamuu.

1.2. Hacrtosmas Muctpykuus ycrtanasBiubaer B lllkose mopsaok pa®oTbl ¢ JOKYMEHTaMH —
HOCHUTEJISIMU KOH(PHUACHIMAIBHON HHPOPMAINH, COAEPIKAIIEH TepCOHATbHBIC JaHHbBIC, B LIETIAX:
- TIPEIOTBPAICHUS HEKOHTPOJIUPYEMOTO PacIpOCTpaHEHUsT KOH(DUISHITNATLHON WHPOpMAIIUH,
coJlepiKalleil mepcoHaNbHbIe JaHHBbIE B PE3yJbTaTe €€ pasMIalleHUs JOKHOCTHBIM JIMIIOM,
UMEIOIIMM JIOCTYNl K WHMOpMAaIuu, colepiKalled MepCOHAIbHBIC JaHHBIC, WA TOTy4YEHUs
HECaHKIIMOHUPOBAHHOTO JOCTYIAa K KOH(PHUISHIIMAIBHON HHPOPMAIIHH;

- TPeAOoTBpAIEHUsS HECAHKIIMOHMPOBAHHOTO YHHMUTOXXCHHS, WMCKaXEHHUs, KOIMUPOBAHUS,
OJI0KMpoBaHUs WH(OPMALIUHU, COJEpIKAIIEH TEPCOHANBHBIE IaHHBIE;

- cOOJIIO/IEHNs TIPAaBOBOTO peXUMa UCIOJIb30BaHUS MH(OpMAaLNY, COoAepKalleill epcoHaIbHbIE
JaHHBIE.

1.3. OOpaboTka mepcoHaNbHBIX HaHHBIX ocymecTBisiercsa Lllkonoi ¢ cormacus cyObekTa
MEPCOHAIIbHBIX TAHHBIX.

Cornacue cyObekTa Ha 00pabOTKY €ro MEepPCOHANBHBIX JaHHBIX HE TPeOyeTCs B CIEAYIOIIUX
CIyYasix:

- €CJIM TIEPCOHAJIbHBIE TAHHBIE SBJISFOTCS OOIIEIOCTYITHBIMU;

- KOrJa TepCOHaNbHbIE TaHHbIE OTHOCATCS K COCTOSHHUIO 37I0pPOBbS pPaOOTHHUKA WIU
oOyyaromerocs ¥ Ux 00paboTKa HEOOXOaWMa HJisl 3aIUTHl €r0 XKU3HH, 3JJ0POBbSI WM WHBIX
YKU3HEHHO BA)KHBIX HHTEPECOB JTMOO JKU3HU, 3I0POBbS MU UHBIX KU3HEHHO BAKHBIX HHTEPECOB
JPYTHX JIMLL, a OJTY4YeHHE coriacusi pabOTHHUKA HEBO3MOXKHO;

- ecu 00paboTKa MEePCOHANBHBIX JAHHBIX OCYIIECTBISIETCSA IS CTATUCTHUYECKUX LeJe mpu
YCIIOBUU 0053aTeIbHOr0 00€3IMYMBaHUS IEPCOHATBHBIX JIaHHBIX;

- 00pabOTKM TEPCOHANBHBIX JIaHHBIX MO TpPeOOBAaHMIO YIOJIHOMOYEHHBIX Ha TO
TOCY/IapCTBEHHBIX OPTAHOB B CIydasix, MPEAYCMOTPEHHBIX (eIepabHBIM 3aKOHOM;

- Korja o0paboTKa MEePCOHATBHBIX JAaHHBIX OCYIECTBISECTCS B IENISIX HUCIIOJHEHHS OoOpaIieHus,
3ampoca caMoro cyobeKTa MepcoHaIbHBIX TaHHBIX, TPYIOBOTO UM HHOTO JOTOBOPA C HUM;

- 00pabOTKM aJpeCHbIX JaHHBIX, HEOOXOIWMBIX [JISi JIOCTAaBKH IIOYTOBBIX OTIIPaBICHUMN
OpraHU3aIUsIMU TOYTOBOM CBS3H;

- 00pa0OTKH JTAHHBIX, BKITFOYAIONTUX B CeOs TOJIBKO (haMUIIMK, UMEHA U OTYECTBA;

- 00pabOTKH MEePCOHANTBHBIX TAHHBIX 0€3 UCIIOJIb30BAHUS CPEJICTB aBTOMATHU3AIIHH.

1.4. B nensx obecrnieyeHus COXpPaHHOCTH U KOH(PHUACHLINATBLHOCTH MH(OPMALIUHU, COoAepKaleit
MEepPCOHANBbHBIE JlaHHBIE, BCE omepanuu 1o odopmieHuto, (OPMUPOBAHUIO, BEACHUIO U



XpaHEHUI0 JaHHOW WHGOpPMANMUK  JOJDKHBI  BBINONHATHCS — crenuanucramu  LIKombl,
OCYIIECTBISIONMMHU JaHHYIO pabOTy B COOTBETCTBHU CO CBOMMHU CITYKEOHBIMHU 00S3aHHOCTSIMU,
3a()MKCUPOBAHHBIMY B UX JIOJDKHOCTHBIX WHCTPYKIIHSX.

1.5. PexuMm KOHPHUIECHUUATHHOCTH NEPCOHAIBHBIX JAHHBIX OTMEHSAETCS B  CIydasx
00e31MUMBaHusl 3TUX JIAHHBIX, B  OTHOIICHMH TMEPCOHANBHBIX JAHHBIX, CTaBIIHUX
00LIeTOCTYITHBIMH, WM 10 UCTEYEHUH 75-IETHET0 CPOKa UX XPaHEHUs, €CIIM UHOE He
OcymecTBisaTh 00pabOTKYy M XpaHEeHHWE KOH(DHICHIIMANBHBIX JAHHBIX, HE BHECEHHBIX B
IIepeYEHb, HE JOIyCKACTC .

2. HOPAJOK OBECITEYEHMUS BE3OITACHOCTU ITPU OBPABOTKE
N XPAHEHUU NEPCOHAJIBHBIX TAHHBIX, OCYIHECTBJIAEMbIX
BE3 UCIIOJIB30OBAHUS CPEACTB ABTOMATHU3ALIUN

2.1. OOpaboTka HepCOHANBHBIX MJaHHBIX, OCYIIECTBIIAeMas 03 WCIOJIb30BaHUS CPEICTB
aBTOMATH3allMM, JOJDKHA BECTHCh TaKMM O00pa3oM, YTOOBI B OTHOLICHHM Ka)KJOW KaTeropuu
MEPCOHAIBHBIX JAaHHBIX MOXHO OBLIO ONpPENEIUTh MECTa XPaHEHHs MEePCOHATbHBIX JIaHHBIX
(MaTepHalIbHbIX HOCHUTEJEH) M YCTaHOBUTH IEPEUYEHb JIUL, OCYLIECTBIISIIOIIUX 00paboTKy
MEPCOHAIBHBIX JaHHBIX.

2.2. Ilpm XpaHeHHMH MaTepUATBHBIX HOCHUTENIEH JOJDKHBI  COOJIONAThCS — YCJIOBHS,
obecrnieunBaroIue COXPaHHOCTh MEPCOHANIBHBIX JAHHBIX u UCKITIOYAIOIIHe
HECaHKIIMOHUPOBAHHBIN IOCTYI K HUM.

2.3. Jluna, ocyuiecTBIsAoOImNUe 00pabOTKy MEePCOHANbHBIX JAHHBIX 0€3 UCIOJIb30BaHUS CPENICTB
AaBTOMATH3aIlMH, OJDKHBI ObITh TporH()OpMHUpPOBaHBI O (hakTe 00pabOTKM MMM NEPCOHATBHBIX
JAHHBIX, KaTeropusix oOpabaThIBa€MbIX MEPCOHANBHBIX JAHHBIX, a TaKkKe 00 OCOOCHHOCTSAX U
IIpaBUJIaX OCYLIECTBIECHUS TaKOH 00pabOTKH.

2.4. MarepuanbHble HOCUTEINH C IEPCOHATBHBIMU JAHHBIMU JIOJKHBI XPAHUTHCS B
3aMMparoIUXcs Ha KITF0Y MOMEIICHUX, MeTAJUIMYECKHX IKadax, ceidax, nHbIX mKkadax,
KJIOUH OT KOTOPBIX HaXoATCs y Aupekropa OV, a B €ro OTCYTCTBUE Y JIMIA €r0 3aMELIAIOIIETO.
Jpyrue 4ieHbl aIMUHUCTPALIUM MOTYT HCIOJIb30BaTh IaHHBIE IOKYMEHTHI TOJIBKO C
pa3peleHus BbIIIEHAa3BaHHOIO JIMLIA.

2.5. JIoJKHOCTHBIM JMIIaM, pPaOOTalOIIUM C MEPCOHAIbHBIMU JaHHBIMH, 3aIlpeliaeTcs
pasriamarb HH(GOPMAIIHIO, COAEPIKAILYIO EPCOHANbHbIE JaHHBIE, YCTHO UM MUCBMEHHO KOMY
OBI TO HU OBLJIO, €CJTH 3TO HE BBI3BAHO CITYKEOHOW HEOOXOIMMOCTHIO.

2.6. He nomyckaercsi 6e3 corjacoBaHHUsl ¢ pyKOBOAMTEeNeM (OpPMHpPOBAHUWE U XpaHEeHHe Oa3
JAaHHBIX, COJIEpP KAILUX ITEPCOHATbHBIE IaHHBIE.

2.7. Ilepenaua NeEpCOHAIBHBIX JAHHBIX JONYCKAeTCA TOJBKO B CIIydasX, YCTAHOBJICHHBIX
3aKoHOaTenbcTBOM Poccuiickoit denepanuu u AEUCTBYIONUMH HHCTPYKIMSIMHU 1O paboTe CO
CIIy’)K€OHBIMHM TOKYMEHTaMHU M OOpallleHUsIMH T'paXkJlaH, a TaKkKe MO MUCbMEHHOMY MOPYYEHUIO
BBIIIECTOSIIIUX JTOJPKHOCTHBIX JIULI.

2.8. Ilepemaua meEpCOHAIBHBIX JAHHBIX HE JOMYCKAaeTCAd C MHCIOJIb30BAaHUEM CpPEICTB
TEJIEKOMMYHUKAIIMOHHBIX KaHAJIOB CBs3M (TenedoH, Tenedakc, dJIeKTpOHHAs 1moYTa U T.I.) 0e3
NUCbMEHHOTO COrJIacusi CyOBbeKTa TMEepCOHAJIbHBIX MaHHBIX, 3a HCKIIOYEHHEM CIIy4aes,
YCTaHOBJICHHBIX 3aKOHO1aTeIbcTBOM Poccuiickoit denepanmu.

2.9. OTBeTHI Ha 3ampPOCHl TPAKAAH U OpraHU3alMii Jal0TCsS B TOM 00beMe, KOTOPBIH MO3BOJISET
HE pasriamarh B OTBeTaXx KOH(QUIEHIMANbHBIE JaHHbIE, 3a WCKIIOYEHUEM JIaHHBIX,
CoJIepKAIMXCsl B MaTepUaiax 3ampoca WK OMyOIMKOBaHHBIX B OOIIETOCTYITHBIX HCTOUHUKAX.
2.10. B llIxone obecreunBaeTcs pa3aebHOE XpaHEHHE EPCOHANBHBIX JaHHBIX (MaTepUaIbHBIX
HocuTeneil), o0paboTKa KOTOPBIX OCYLIECTBISETCS B pasNUuHbIX Heisax. llpu  duxcanum
MEPCOHAIBHBIX JAHHBIX HAa MaTepUalbHBIX HOCHUTEISX HE JOIMycKaeTcs (ukcanus Ha OJAHOM
MaTepHabHOM HOCHUTENE IEPCOHAIBHBIX JAHHBIX, LU OOpabOTKHM KOTOPBIX 3aBEIOMO
HECOBMECTHUMBI.

[Tpu HEcoBMeCTUMOCTH 1ienieil 00pabOTKU MEPCOHABHBIX TaHHBIX, 3a()MKCUPOBAHHBIX HA OJHOM
MaTepuaibHOM HOCHUTENE, €CIM MaTepualbHbIi HOCHTENb HE I03BOJISIET OCYILECTBISATh



00pabOTKy MEpPCOHATBHBIX MAHHBIX OTAEIBHO OT JAPYruX 3apUKCUPOBAHHBIX HA TOM JKe
HOCHUTEJIE NEePCOHATBbHBIX JTAHHBIX, TOJKHBI OBITh IPUHATHI MEPBI 10 00ECIIEYEHUIO pa3AeIbHON
00pabOTKM TMEPCOHAIBHBIX JaHHBIX, HCKIIOYAIOIIME OJHOBPEMEHHOE KONUPOBAHWE WHBIX
IEPCOHAIBHBIX JAHHBIX, HE MOAJIEKAIINUX PACTIPOCTPAHEHHUIO U UCTIOIb30BaHUIO.

2.11. Tlpym wWCHONB30BAHMU THUIOBBIX (HOPM JOKYMEHTOB, XapakTep HH(POpPMAIMUA KOTOPBIX
npeanonaraeT Wid JOMycKaeT BKIIOYEHHE B HMX IE€PCOHAIBHBIX JAHHBIX (fajee - TUIIOBas
dbopMa), TOIKHBI COOTOAATHCS CIEIYIOIINE YCIOBUS:

a) tunoBas ¢opMa WM CBA3aHHbIE C HEW JOKYMEHThbl (MHCTPYKLHUS IO €€ 3aIllOJIHEHMIO,
KapTOYKH, PEECTpbl U JKypHAJIbl) JOJDKHBI COJAEpXaTb CBEACHUS O LeId 00paboTKu
IEPCOHANBHBIX JAHHBIX, OCYIIECTBISIEMOM O0€3 HCMONb30BaHUS CPEACTB aBTOMAaTH3alMH,
damMunuio, UMs, OTYECTBO M aJpec CyObeKTa NMEepCOHANbHBIX TAHHBIX, UCTOYHUK MOITY4EHUS
IEPCOHANBHBIX JIaHHBIX, CPOKHM OOpabOTKM IEpCOHAJbHBIX JAHHBIX, NEpe4YeHb IEHCTBHH C
NEPCOHANBHBIMHA JAHHBIMH, KOTOpBIE OyIyT COBEpIIAThCS B Mpolecce X o0paboTku, obiiee
onucaHue ucnoib3yemsix 11kosoil cnoco60B 00pabOTKK NEPCOHANBHBIX JaHHBIX;

0) TunoBas hopma I0JDKHA MTPETyCMaTPUBATh 110JIE, B KOTOPOM CYOBEKT NEPCOHAIBHBIX JaHHBIX
MOJXET IIOCTaBUTh OTMETKY O CBOEM COIJIaCMM Ha OOpa0OTKYy NEepCOHANbHBIX JaHHbIX,
OCYIIECTBIIsIEMYI0 0€3 HCIIONb30BaHMUsSI CPEACTB aBTOMAaTH3allMd, — IpPU HEOOXOIUMOCTHU
HOJIy4EeHHUsl HTUCbMEHHOTO COTJIacusi Ha 00pabOTKy MEepPCOHANBbHBIX JaHHbIX;

B) TumoBas (opMma JOJDKHA OBITH COCTaBJIIEHA TAaKUM 00pa3oM, YTOOBI KaXIbI U3 CyOBEKTOB
IEPCOHANBHBIX JAHHBIX, COAEPXKAILIUXCS B JTOKYMEHTE, UMEJ BO3MOXXHOCTh O3HAKOMHUTBCS CO
CBOMMM TIEPCOHAJIBHBIMU JIaHHBIMH, COAEpXKAILMMHUCA B JIOKYMEHTE, HE Hapyluas IpaB U
3aKOHHBIX HHTEPECOB UHBIX CYObEKTOB IEPCOHAIBHBIX JIaHHBIX;

r) TUNoBas (hopMa JOJDKHA UCKIIOYATh 00BEIMHEHNE TOJICH, PEIHA3HAYCHHBIX U1 BHECCHUS
NEePCOHANBHBIX JaHHBIX, LIEJIM 00pPaOOTKU KOTOPBIX 3aBE10MO HECOBMECTUMBI.

2.13. Jlnsa oOpabOTKM pa3iIMyYHBIX KAaTEropuid MEPCOHAIBHBIX JAHHBIX, OCYIIECTBISIEMON 0e3
UCIIOJIb30BAaHUSl CPEICTB AaBTOMATU3ALUH, IS KaXIOM KaTeropuu MEePCOHAIBHBIX JIaHHBIX
JIOJIKEH MCIIOJIb30BaThCs OTACIIBHBIA MaTepUaAIbHBIA HOCUTEINb.

2.14. YHNUTOXKEHHE WU 00€3TMUYMBaHUE YaCTH NMEPCOHANBHBIX JIAaHHBIX, €CIIU 3TO JIOIyCKaeTcs
MaTepuaibHbIM HOCUTEJIEM, MOXET MPOU3BOJUTHCS CIOCOOOM, HMCKIIIOYAIOLIUM JalbHEHUIIYIO
00pabOTKy 3TUX MEPCOHANBHBIX JAaHHBIX, HO C COXPAaHEHHUEM BO3MOKHOCTH OOpabOTKH MHBIX
JaHHBIX, 3a(QUKCHUPOBAaHHBIX HA MaTepUaJbHOM HocuTene (yAajeHue, BbIMapbIBaHUE).
YTO4YHEHHE MEepCOHAJBHBIX JAHHBIX NPH OCYLIECTBICHUHM MX 00paboTKHM 0€3 HCHOIb30BaHUS
CPEICTB aBTOMAaTHU3allMM TMPOU3BOAUTCA IyTEM OOHOBIEHUS WIM H3MEHEHMs [aHHBIX Ha
MaTepHajJbHOM HOCHUTENEe, a €ClIM O3TO He JOIMYyCKAaeTCs TEXHUYECKUMH OCOOCHHOCTIMU
MaTepUaIbHOrO0 HOCUTEINS, — IyTeM (pUKCaIlM Ha TOM K€ MaTepualbHOM HOCUTEINIE CBEJIEHUHN O
BHOCHMBIX B HUX M3MEHEHUSX, JIMOO MyTeM HM3TOTOBJIEHUS HOBOTO MaTepUAIbHOTO HOCUTEIS C
YTOYHEHHBIMU NIEPCOHAIbHBIMH JJAHHBIMU.

2.15. Jluna, uMerole OTHOLIEHHE K paboTe ¢ MepCOHAIbHBIMHU JaHHBIMHU, JOJDKHBI OBITH B
00s3aTeNIbHOM TOPSIIKE 03HAKOMJIEHBI TIOJ] paclUCcKy ¢ HacTosel MHcTpykiueil.

2.17. JIunua, ocyecTBisone o0padboTKy U (WIK) XpaHEeHHe MepCOHATIbHBIX AaHHBIX B IlIkore,
HECYT OTBETCTBEHHOCTH 3a obOecrieueHne ux nHpopManoHHoi 6e3omnacHocTu. Jluma, BUHOBHbBIE
B HApyLIIEHUH HOPM, PErYIHPYIOUIMX 00OpabOTKy M XpaHEHHE MEePCOHAIBHBIX JAaHHBIX, HECYT
IPaXXAaHCKYIO, YTOJIOBHYIO, a AMUHUCTPATUBHYIO, TUCIUIUIMHAPHYIO U HHYIO IPETYCMOTPEHHYIO
3aKoHoAarenbCcTBOM Poccutickoit denepanuu OTBETCTBEHHOCTD.

3. ObecneyeHne 0€30MACHOCTH NEPCOHAIBHBIX JAHHBIX IIPH UX 00padoTke,
OCYIECTBJIsIeMOi 0€3 UCIOJIb30BAHUSA CPEACTB ABTOMATH3 AU

3.1. Ob6paboTka MepcoHaTbHBIX JAHHBIX 0€3 HCIIOJIb30BAHUS CPEACTB aBTOMATH3AIINU,
JIOJDKHA OCYIIECTBIATHCS TaKHUM OOpa3oM, dYTOObI B OTHONICHWUH KAaXKIOW KaTerOpUH
MEPCOHAIBHBIX JaHHBIX MOXHO OBLJIO OMpENEeNUTh MECTa XpaHEHHs MEePCOHATbHBIX JTaHHBIX
(MaTepuaIbHBIX HOCHTEJCH) W YCTAHOBUTH TNEPEUYCHb JIMI, OCYIISCTBISIONINX 00paboTKy
MEPCOHANBHBIX JaHHBIX TUOO0 UMEIOIINX K HUM JOCTYII.



3.2. HeoOxomumo o0ecreunBaTh pa3ieibHOE XPAHEHUE TEPCOHANBHBIX JTAHHBIX
(MaTepuanbHBIX HOCUTENIEH ), 00pab0TKa KOTOPBIX OCYIIIECTBIISETCS B PA3IMYHBIX LETIAX.

3.3. Ilpu xpaHeHHMH MaTepHAIBHBIX HOCHUTEJECH JOJDKHBI COOJIOAATBCS YCIOBUS,
o0ecrieunBaroIne COXPaHHOCTh NIEPCOHANBHBIX JTAaHHBIX " UCKJTFOYAIOIIHE
HECaHKIIMOHUPOBAHHBIA K HUM JIOCTyIL. llepeueHb Mep, HEOOXOIUMBIX Il 00ECIIeUeHUsT TaKUX
YCIIOBHM, TIOPSIIOK WX TNPHUHITHSA, a TAKKe IMEPEeYCHb JIUI], OTBETCTBEHHBIX 3a pPEAIU3AILUI0
yKa3aHHBIX MEp, YCTAHABIUBAIOTCS OMIEPATOPOM.



